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<?xml version="1.0" ?> 
<GURtransfer> 
< McVendors> 
<McVendor McVendorlD="1"> 
<VendorlD><A/endorlD> 
<VendorName><A/endorName> 
<VendorDescription ><A/endorDescriptlon> 
<VendorStatus><A/endorStatus> 
</McVendor> 
</McVendors> 
<McOSPackages> 
<McOSPackage McOSPackagelD=''1"> 
<McOSPackagelD></McOSPackagelD > 
<VendorlD><A/endorlD > 
<McOSPackageName></McOSPackageNanie> 
<McOSPackageVerslon></McOSPackageVersion> 
<McOSPackegeDescription></McOSPackegeDescription> 
<McOSPackegeRemoteLocation></McOSPackegeRemoteLocation> 
<McOSPackegeDate></McOSPackegeDate> 
<McOSPackegeStatus></McOSPackegeStatus> 
</McOSPackage> 
</McOSPackages> 
<McSoftwarePackeges> 
<McSoftwarePackege McSoftwarePackegelD="1 "> 

< M cSoftwa repackage I D ></McSoftwarePackagel D> 

< Vendorl DxA/endorl D> 

<McSoftwarePackageName></McSoftwarePackageName> 
<McSoftwarePackageVersjon></McSoftwarePackageVersion> 
<McSoftwarePackegeDescription></McSoftwarePackege Description > 
<McSoftwarePackegeRemoteLccation></McSoftwarePackegeRemoteLocation> 
<!\/!cSoftwarePackegeDate></McSoftwarePackegeDate> 
<McSoftwarePackegeStatus></McSoftwarePackegeStatus> 
</McSofbA^arePackege> 
</McSoftwarePackeges 

</GURtransfer> 



FIG. 2 



Thelen Reid & Priest LLP - Robert E. Krebs 
EV310857975US - January 22, 2004 
TRP Docket No.: 035813-0004 











; Length f ^ 


Nulls 1 '\ 1 


VendorlD 


Int 


4 




VendorName 


VarChar 


150 




VendorURL 


VarChar 


150 




VendorDescription 


Text 


10 


X 


VendorDate 


Datetime 


8 




VendorType* 


Int 


4 




VendorStatus 


Bit 


1 






McOSPackagesi' ^ 












McOSPackagelD 


Int 


4 




VendoriD 


Int 


4 




McOSPackageName 


VarChar 


150 


X 


McOSPackageVersion 


VarChar 


50 




McOSPackegeDescription 


Text 


10 


X 


McOSPackegeRemoteLocatlon 


VarChar 


250 




McOSPackegeLocalLocation 


VarChar 


250 




McOSPackegeDate 


Datetime 


8 




McOSPackegeStatus 


Bit 


1 









Data^Type^^ 






McSoftwarePackagei D 


Int 


4 




VendorlD 


Int 


4 




McSoftwarePackageName 


VarChar 


150 


X 


IVIcSoftwarePackageVersion 


VarChar 


50 




l\/icSoftwarePackegeDescrlption 


Text 


10 


X 


McSoftwarePacl<egeRemoteLocatjon 


VarChar 


250 




McSoftwarePackegeLocalLocation 


VarChar 


250 




McSoftwarePackegeDate 


Datetime 


8 




McSoftwarePackegeStatus 


Bit 


1 





FIG. 3 



Thelen Rcid & Priest LLP - Robert E. Krebs 
EV310857975US - January 22, 2004 
TRP Docket No.: 035813-0004 





:ColijHniiNamef 7f» "T'.rW""'-^ ^ 








IcComputerlD 


Int 


4 




tcComputerName 


Int 


4 


X 


IcComputerl P Address 


VarChar 


150 




IcComputerOsName 


VarChar 


50 




IcComputerOSVersion 


VarChar 


50 
























tcSoftwarelD 


Int 


4 




IcComputerlD 


Int 


4 




IcSoftwareName 


VarChar 


150 


X 


IcSoftwareDescription 


Text 


10 


X 


IcSoftwareVersion 


VarChar 


50 




IcSoftwarel nstalledLocation 


VarChar 


250 




IcSoftwareUpdateable 


Bit 


1 




IcSoftwareUpdateType* 


Int 


4 




IcSoftwareUpdateTime** 


Int 


4 




IcSoftwareDate 


Datetime 


8 




IcSoftwareStatus 


Bit 


1 














^atagypjB^-.^ 






icVendorlO 


Int 


4 




IcVendorName 


VarChar 


150 




IcVendorURL 


VarChar 


150 




IcVendorDescription 


Text 


10 


X 


IcVendorDate 


Datetime 


8 




IcVendorType* 


Int 


4 




IcVendorStatus 


Bit 


1 





FIG. 4A 



Thelen Reid & Priest LLP - Robert E. Krebs 
EV310857975US - January 22. 2004 
TRP Docket No.: 035813-0004 









^Length S ;t 


■'.'r " - -\ X : 


IcOSPackagelD 


Int 


4 




VendorlD 


Int 


4 




IcOSPackageName 


VarChar 


150 


X 


IcOSPackageVersion 


VarChar 


50 




IcOSPackegeDescription 


Text 


10 


X 


IcOSPackegeRemoteLocation 


VarChar 


250 




IcOSPackegeLocalLocation 


VarChar 


250 




IcOSPackegeDate 


Datetime 


8 




IcOSPackegeStatus 


Bit 


1 





















icSoftwarePackagelD 


Int 


4 




VendorlD 


Int 


4 




IcSoftwarePackageName 


VarChar 


150 


X 


IcSoftwarePackageVersion 


VarChar 


50 




IcSoftwarePackegeDescription 


Text 


10 


X 


icSoftwarePackegeRemoteLocation 


VarChar 


250 




IcSoftwarePackegeLocalLocation 


VarChar 


250 




IcSoftwarePackegeDate 


Datetime 


8 




IcSoftwarePackegeStatus 


Bit 


1 











Sigatp^ipp^ 


i^ngj^f IP 




IcOSUpdatelD 


Int 


4 




IcComputerlD 


Int 


4 




IcOSPackagelD 


Int 


4 




IcOSPackaagesUpdatedDate 


Datetime 


8 
















IcOSUpdatelD 


Int 


4 




IcComputerlD 


Int 


4 




IcSoftwarePackagelD 


Int 


4 




IcSoftwarePackaagesUpdatedDate 


Datetime 


8 





FIG. 4B 



Thelen Reid & Priest LLP - Robert E. Krebs 
EV3 10857975US - January 22. 2004 
TRP Docket No.: 035813-0004 





9" -^BP^^SflHiM 








mmlmm 


DcOSJobID 


Int 


4 




IcComputeriD 


int 


4 




IcOSPackagelD 


Int 


4 




DcOSJobType* 


Int 


4 




DcOSJobTime" 


Int 


4 




E)cOSJobStatus*" 


Int 


4 





















DcSoftwareJobID 


Int 


4 




IcComputeriD 


Int 


4 




IcSoftwarePackageiO 


Int 


4 




DcSoftwareJobType* 


Int 


4 




DcSoftwareJobTime** 


Int 


4 




DcSoftwareJobStatus*** 


Int 


4 





FIG. 5 



Thelen Reid & Priest LLP - Robert E. Krebs 
EV3 10857975 US - January 22, 2004 

TRP Docket No.: 035813-0004 



Begin 



FIG. 6 



Configure an 
inoculation server 
distributed across 
one or more of the 
devices 



600 

w 



Perform an initial 
connection between 
the inoculation server 
and a global update 
repository 



602 



Receive application and 
system information from 
one or more inoculation 
clients installed on the 
devices, the receiving 
performed via peer-to* 
peer communication 



604 



Compare the application and 
system information with the 
application and version 
Information in the global update 
repository to detennine If an 

update exists for a 
corresponding application 
controlled by an Inoculation 
client 



606 



Queue the update 
if an update exists 
for an application 
controlled by an 
inoculation client 



608 



Receive a 
communication from the 
corresponding 
inoculation client 
checking for available 
distribution jobs 



610 



y 



612 



Transmit the update to the 
corresponding Inoculation 
client in response to the 
receiving a communication if 

an update exists for an 
application controlled by the 
corresponding inoculation 
client 



y 



Thelen Reid & Priest LLP - Robert E. Krebs 
EV310857975US - January 22. 2004 
TRP Docket No.: 035813-0004 



700 



702 



Inoculation client 
application and 
system information 
peer-to-peer 
receiver 



706 



Inoculation client 

available 
distribution jobs 
communication 
receiver 



Application and 
system information 
global update 
repository 
information 
comparer 



704 




Update transmitter 



708 



FIG. 7 



Thelen Reid & Priest LLP - Robert E. Krebs 
EV3 10857975US - January 22. 2004 
TRP Docket No.: 035813-0004 




